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What is IPv6?

020

Updated version of the Internet Protocol (IPv4)

Defined in RFC 1752

New features
Larger address space
Encapsulation
Class of service for audio, video, etc.
Multicast support
Authentication
Encryption
Automatic configuration/reconfiguration
Support for non-IP protocols

Coexist with IPv4
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IPv6 Address Size

IPv6

1080:0002:4544:0000:8532:9A14:0648:417A

030

IPv4

192.10.203.2

(4 bytes - 32 bits)

(16 bytes - 128 bits)

Asia feeling address squeeze fastest due to receiving addresses last

Mobil digital telephony pressuring existing IPv4 network

ICANN continues to handle overall addressing issues

Shortcuts like dropping leading zeros or a full zero octet permitted



Networking - Connecting people to information through technology IPV6_IBM

IPv6 Header

IPv4 header is 20 bytes : IPv6 header is 40 bytes
Address increased from 32 to 128 bits
Fragmentation fields moved out of base header
Header checksum
Time to Live replaced with 'Hop Limit'
Protocol replaced with 'Next Header'
TOS replaced with 'Flow Label'
Alignment changed from 32 to 64 bits
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Flow Label

Payload length Next hdr Hop limit

Source Address

Destination Address

Vers: HD TOS Payload length

Fragment ID Fragment Information

TTL Protocol Header Checksum

Source Address

Destination Address

IPv4 Header IPv6 Header

Vers:Class
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IPv6 Flow Label

Identifies datagrams that require
special quality of service

May be used to tie particular traffic to
pre-allocated network resources

Zero value indicates no flow label

Other protocols like RSVP may provide
information for the Flow Label

TC class identifies delivery of priority packets
Values 0-7 : TCP flow controlled packets
Values 8-15 : real time packets
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Vers: TC Flow Label

Payload length Next hdr Hop limit

Source Address

Destination Address

IPv6 Header
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IPv6 Extension Headers

Hop by hop options
Pass information to all routers

Destination options #1
Specify parameters for destination

Routing
Specify route for a datagram

Fragment
Breaks datagram if MTU exceeded

Authentication
Encapsulating Security Payload

Destination options #2
Additional parameters for destination

Protocol
TCP, UDP, RSVP, etc
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IPv6
Header

Next Header =
TCP

TCP
Header

+
Data

IPv6
Header

Next Header =
Routing

Routing
Header

Next Header =
TCP

TCP
Header

+
Data

IPv6
Header

Next Header =
Routing

Routing
Header

Next Header =
Fragment

Fragmentation
Header

Next Header =
TCP

TCP
Header

+
Data
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IPv6 Fragmentation

Routing Header

Next Header
= Fragment

Fragment Header

Next Header
= TCP

TCP Header
+
Data

In IPv4 routers handled fragmenting frames

IPv6 hosts will fragment frames

Hosts use 'path MTU discovery' to find maximum fragment size for a path

070
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IPv6 Security

080

Authentication header - AH header
Packet authentication and integrity without confidentiality
Algorithm independent to enable use of different techniques

Payload Security - ESP header
Sender starts with a secret value known only to it and the receiver
Sender performs an encryption algorithm on the combination

of data and secret value
Sender adds the results of this computation to the data it sends
Receiver compares this result with its own

Confidentiality
Users encrypt to prevent eavesdroppers
Default is DES cipher block chaining mode

ESP/AH
header

ESP/AH
trailerData

IP
header
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IPv6 Address Types

Unicast Address
A single node
Scope

Link-local, site-local, and global
Aggregatable Global Unicast have global significance
Link local addresses only have significance on a local link (not routed)
Site local addresses only have significance within a site or intranet

Multicast Address
A group of nodes
Permanent and transient addresses exist
Scope

Link-local, site-local, and global
Node local and organizational local
(replaces broadcast addresses)

Anycast Address
Group of nodes with same address prefix

Currently only implemented for routers
Host can query the anycast group to find the nearest router

090
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IPv6

1080:0002:4544:0000:8532:9A14:0648:417A

6bone

Prefix/sysnum IPv4 address Subnet/Interface address

Multicast

Prefix 112 bit group ID

Anycast

Prefix 112 bit group ID

IPv6 Address Structure

100

Aggregatable

TLA ID Interface IDNLA ID SLA ID

R



Networking - Connecting people to information through technology IPV6_IBM

Aggregatable

TLA ID Interface IDNLA ID SLA ID

Aggregatable Global Unicast Address

110

First three bits of byte 1 are 001
TLA : Top Level Aggregation (13 bits+8 reserved)

Public access points that interconnect service providers/telephone companies
IANA allocates these addresses

NLA : Next Level Aggregation (24 bits)
Large Internet Service Providers
NLA’s assign to the next level

SLA : Site level Aggregation (16 bits)
Called a subscriber can be an organization, a company, a school, small ISP
They assign addresses to their users
SLAs provide a block of contiguous addresses

Interface ID : host interface (64 bits)
Assigned by the owning organization
IEEE has defined a 64 bit NIC address known as EUI-64
NIC driver for IPv6 will convert 48 bit NIC to 64 bit NIC

Structure greatly reduces the entries in the routing table....only one entry needed
in a US router to define all the networks in the UK

R
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Interface Identifiers

To create a 64 bit interface id from a 48 bit MAC address add
11111111 11111110 between the company id and extension id
(between 3rd and 4th byte)

Change the U/L bit to its ones complement

Ethernet MAC address 00-AA-00-3F-2A-1C

00-AA-00-FF-FE-3F-2A-1C
insert FFFE

02-AA-00-FF-FE-3F-2A-1C
Ones complement U/L bit

:2AA:FF:FE3F:2A1C

There is an anonymous address for added identity protection
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Aggregatable

TLA ID Interface IDNLA ID SLA ID

R
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Combination
ARP
ICMP router discovery
ICMP redirect

Neighbor discovery
Multicast and unicast datagrams
Establishes MAC address on same network
ICMPv6 router solicitation
ICMPv6 router advertisement
ICMPv6 neighbor solicitation
ICMPv6 redirect

ICMPv6 includes IGMP protocol for Multicast IP

Reduces impact of finding hosts

Stateless: router configures a host with IPv6 address
Stateful: DHCP for IPv6
Link Local Address: IPv6 connectivity on isolated LANs

IPv6 Autoconfiguration

130



Networking - Connecting people to information through technology IPV6_IBM

IPv6 Autoconfiguration

140

Host 1 comes on line and generates a link local address

Host 1 sends out a query called neighbor discovery to the same address to
verify uniqueness. If there is a positive response a random number
generator is used to generate a new address

Host 1 multicasts a router solicitation message to all routers

Routers respond with a router advertisement that contains an aggregatable
global address (AGA) prefix and other information

Host 1 automatically configures its global address by appending its interface
ID to the AGA

Host 1 can now communicate

Host 1
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Changes Needed to Implement IPv6
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Hosts
Implement IPv6 code in operating system
TCP/UDP aware of IPv6
Sockets/Winsock library updates for IPv6
Domain Name Server updates for IPv6

Domain Name Server (DNS)
Many products already support 128 bit addresses
Uses ‘AAAA’ records for IPv6
IP6.INT (in_addr_arpa in IPv4)

Routers
IPv6 forwarding protocols
Routing protocols updated to support IPv6
Management needs to support ICMPv6
Implement transition mechanisms

IPv6 Protocol Status
RIPv6 - Same as RIPv2
OSPFv6 - Updated for IPv6
EIGRP - Extensions implemented
IDRP - Recommended for exterior protocol over BGP4
BGP4+ - Preferred implementation in IPv6 today
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IPv6 Transition Mechanism
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Tunneling
IPv6 only systems communicate across an IPv4 network

New “6to4” protocol from IETF

Header translation
IPv6 system communicates with an IPv4 system

(header conversion, transport relay, application proxy)

Dual Stack
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IPv6 Transition Criteria

Existing IPv4 hosts can be upgraded at
any time independent of the upgrade of
other hosts or routers

New hosts, using only IPv6, can be
added at any time, without dependencies
on other hosts or routing infrastructure

Existing IPv4 hosts, with IPv6 installed,
can continue to use their IPv4 addresses
and do not need additional addresses

Little preparation is required to either
upgrade existing IPv4 nodes
to IPv6 or deploy new IPv6 nodes
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IPv6 Tunneling

180

IPv4
Network

IPv6
Network

IPv6
Network

Encapsulate IPv6 in IPv4 frames
at routers for transmission

through IPv4 network

Many frames will be
fragmented

to traverse the IPv4 part of the network

IPv4/IPv6 IPv4/IPv6

BA

IPv4 Router IPv4 Router

IPv4
Network

IPv4
Network

IPv6
Network

IPv6/IPv4
Host

Configured tunnel established by
host A between host A and the

IPv6 router

Host B can be an IPv6 only device

A

B

IPv4/IPv6 router

IPv4
Router

IPv4
Network

IPv4
Network

IPv6
Network

IPv6/IPv4
Host

Automatic tunnel established by
Router between router and host A

Host B can be a IPv6 only device

A

B

IPv4/IPv6 router

IPv4
Router

Routers can be 6to4 or
dual stack

Can use ISATAP or
dual stack
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IPv6 Dual Stack Transition

170

IPv6 PC IPv4 PC

Dual stack systems have both IPv4 and IPv6 address

Support systems (DNS, DHCP, etc.)need to support dual stack

Consumes extra memory, DASD, and resources in dual stack device

Dual stack PC
IPv4/IPv6






















